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PRIVACY POLICY: 
 
The American Crystallographic Association (ACA) respects the privacy of members and operates 
according to the following policies. This Privacy Policy describes the information that the ACA 
collects, how this information is collected, and what is done with the collected data.  
 
 
Where Do We Collect Data From? 
 
The ACA receives your personal data from these sources: 
 

• Websites (ACA owned or managed), including but not limited to 
www.amercrystalassn.org where you create accounts to access products and services 
and provide personal information for membership purposes.  For example, we can also 
collect information submitted when submitting a nomination and/or submitting an 
abstract.   

 
• Mobile applications; for example, a conference planner app. 

 
• ACA contracted vendors who provide a specific service related to the delivery of a 

product or service, including those for which you provide registration information such 
as, paper submissions, conference registrations, career searches, grant applications. 

 
• Third-party individuals, including nominators submitting information about you as a 

nominee for an award or potential reference. 
 

• ACA-contracted partners, including co-sponsors for meetings and peer societies. 
 

• Your correspondence to us via mail, email or fax. 
 
 
What Data Is Being Collected? 
 
Personal Information:              
The ACA collects Personal Information of members that is voluntarily provided to us, such as your 
name and email address, to receive services as they relate to membership within the ACA such as 
email alerts and newsletters. The ACA may also use page tags in html-based emails which allow us 
to see whether specific users have opened, forwarded, or clicked on a link in an email.  
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Non-Personal Information:      
The ACA uses cookies to track user activity on the site and also to collect non-personal information. 
The ACA website does log the following: 
 

• IP Address (we anonymize Internet Protocol (IP) addresses) 
• Visit History (pages & downloads) 
• Agent Info (Browser information, Operating System information, etc) 
• Searches 
• Search Clicks 

 
This information is maintained and used in aggregate form only and does not contain personally 
identifiable information. 
 
  
 
Notice to EU Users:                 
The server for http://www.amercrystalassn.org/ is located in the United States. By entering 
information on this site, you are consenting to the transfer of that information to the United 
States. Your information will be handled in accordance with ACA's Privacy Policy. 
 
  
 
How Collected Information Is Used: 
 
The primary purpose of gathering information is to allow ACA to link a name and contact 
information to a user ID and/or to enhance your browsing experience and/or to carry-out/enhance 
services associated with membership in the ACA.  
 
The ACA does have a policy in place to sell postal mailing lists and/or email addresses of members 
to corporate Affiliates, Non-Profit Organizations, and Commercial Organizations.  The ACA reviews 
any potential mailing, limits use of the list to one time per request, and requires that the list and 
media be destroyed after its specified use. 
 
The ACA offers an option to remove your information from any list that might be sold or given to 
another organization. To do so, please contact ACA Headquarters at aca@hwi.buffalo.edu.   
 
The ACA may share aggregated (i.e., non-individual) demographic information with our partners 
and advertisers. This aggregated information cannot be related to identifiable individuals. 
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How We Keep Information Secure: 
 
The ACA is committed to safeguarding your information. We make commercially reasonable 
efforts to protect your information both online and off-line. 
 
Data security:               
To maintain data security, we have put in place appropriate procedures to safeguard all sensitive 
information.  The ACA continually monitors the security status of its networks and has taken 
appropriate measures to ensure intrusion prevention. 
 
Ecommerce:                 
ACA adheres to the Payment Card Industry (PCI) Data Security Standard developed to protect 
account and transaction information of cardholders. We partner with a secure and reliable 
payment system provider and employ industry-standard anti-fraud measures. 
 
  
Opt-Out For European Union & Other Users: 
 
In accordance with EU and other guidelines, you may decline to provide the information requested 
by ACA. Please be advised, however, that ACA may be unable to provide certain services unless 
such information is provided for security and identification purposes. 
 
Cookies: 
 
A "cookie" is a file a website places in your computer for future reference. The ACA does use 
cookies to improve some of its services, such as membership renewal online. Information supplied 
through an ACA cookie is used only by ACA and is not shared with others. 
 
Links: 
 
ACA sites contain links to other sites, and other sites have links to ACA. Please be aware that ACA 
is not responsible for the privacy practices (or other practices, goods, services, or content) of other 
sites. We encourage you to be aware when you leave our site and to read the privacy statements 
of each website that collects personally identifiable information. This privacy statement applies 
solely to information collected by ACA. 
 
Protection Of Children's Personal Information: 
 
ACA sites are general audience sites and do not knowingly collect any personal information from 
children. 
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Notification Of Changes:  
 
If we make material changes to our privacy policy, these changes will be posted to this page. You 
should review this page regularly for updates. 
 
Opt-Out & ACA Contact Information:  
 
If you have any questions or suggestions regarding this Privacy Notice, please contact the ACA at: 
 
American Crystallographic Association 
P.O. Box 96 Ellicott Station 
Buffalo, NY 14205-0096 
  
Phone: (716) 898-8690 
Fax: (716) 898-8695 
Email: aca@hwi.buffalo.edu 
 
 


